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Introduction
Ensure your business can survive and recover from disruptions. This checklist walks you through backup strategies, communication plans, and recovery time objectives so you are ready before something goes wrong, not scrambling afterward.
What do BC and DR actually mean?
Business Continuity (BC) is your plan to keep operating during a disruption. It answers the question: if something breaks, how do we keep serving customers and getting work done?
Disaster Recovery (DR) is your plan to restore your IT systems, data, and applications after a disruption. It answers the question: once the dust settles, how do we get our technology back up and running?
Put simply, business continuity keeps the lights on while disaster recovery turns the systems back on. A good plan covers both.
Why every small business needs a plan
Disruptions are not rare events that only happen to large companies. A ransomware attack, a failed hard drive, a burst pipe, or a regional power outage can stop a small business cold. Companies without a tested plan often face longer downtime, lost revenue, unhappy customers, and in some cases permanent closure. A simple, written plan that everyone understands is one of the most valuable protections a small business can have.
How to use this checklist
1. Work through the six steps in order. Each step has plain-English guidance plus a checklist or fill-in table.
1. Fill in every item shown in [BRACKETS] with details specific to your business.
1. Tick the checkbox in each list once the item is genuinely true for your organization, not just planned.
1. Save your completed plan somewhere your team can reach it even if your main systems are down, and review it on the schedule in Step 6.

	Tip:
Do not aim for perfect on the first pass. Fill in what you know today, mark the gaps, and improve the plan over time. A simple plan that exists beats a detailed plan that never gets written.




Step 1   Understand your risks
Start by thinking about what could realistically disrupt your business. You cannot plan for every scenario, but most small businesses should be ready for the common ones below. Check each scenario you have thought through and have at least a basic plan for.
Disruption scenarios to plan for
	Done
	Have we thought this through and have a basic plan?

	☐
	Ransomware or other cyberattack  data locked or stolen, systems held hostage

	☐
	Hardware failure  server, laptop, or storage drive stops working

	☐
	Power or internet outage  short term or extended

	☐
	Fire, flood, or severe weather  damage to your building or equipment

	☐
	Key-person loss  the one person who knows how something works is unavailable

	☐
	Vendor or cloud service outage  a provider you rely on goes down

	☐
	Accidental data deletion  a file, folder, or record removed by mistake


Business impact: what matters most
List the functions your business cannot operate without, such as taking orders, processing payments, accessing customer records, or communicating with clients. For each one, estimate how long you could survive without it (your maximum tolerable downtime) and rank its priority.
	Critical business function
	Max tolerable downtime
	Priority (High / Med / Low)

	[Example: Process customer payments]
	[4 hours]
	[High]

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	




Step 2   Set your recovery objectives
Recovery objectives turn vague goals like "get back fast" into clear targets your team and your IT provider can plan around. There are two key numbers, and they are easier to understand than they sound.
	RTO: Recovery Time Objective
How quickly a system must be back up after it goes down. Example: if your payment system has an RTO of 4 hours, you need it working again within 4 hours of an outage.



	RPO: Recovery Point Objective
How much data you can afford to lose, measured in time. Example: if your customer database has an RPO of 1 hour, your backups must be recent enough that you never lose more than 1 hour of records. Backing up every hour meets a 1-hour RPO.


Set a target for each important system
Shorter targets usually cost more because they need more frequent backups and faster recovery tools. Set tighter targets for the systems your business depends on most, and looser targets where you can tolerate a longer wait.
	System or data
	RTO target
	RPO target
	Notes

	[Email and calendar]
	[4 hours]
	[1 hour]
	[Hosted in Microsoft 365]

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	Common starting targets (adjust to your business):
Email and productivity apps: RTO 4 to 8 hours, RPO 1 hour.
Core line-of-business or accounting system: RTO 4 hours, RPO 1 hour.
File storage and shared documents: RTO 8 to 24 hours, RPO 4 to 24 hours.
Website or marketing site: RTO 24 hours, RPO 24 hours.




Step 3   Backup strategy
Backups are the foundation of disaster recovery. If your only copy of the data is the one that just got encrypted, deleted, or destroyed, there is nothing to recover. A widely trusted approach is the 3-2-1 rule.
	The 3-2-1 backup rule
3 copies of your important data (the original plus two backups).
2 different types of media or locations, so a single failure does not wipe out everything.
1 copy offsite and ideally immutable, meaning it cannot be changed or deleted, even by an attacker.


Backup health checklist
	Done
	Is this true today?

	☐
	All critical systems and data are backed up  not just some of them

	☐
	At least one backup copy is kept offsite or in the cloud

	☐
	Backups are encrypted, both stored and while transferring

	☐
	At least one copy is immutable or otherwise protected so ransomware cannot delete it

	☐
	Restores are tested regularly, not just backup jobs  a backup you have never restored is only a hope, not a plan

	☐
	Someone checks that backups succeeded every day and follows up on failures



	The most important item on this page:
Test your restores. Many businesses discover their backups were incomplete or corrupted only when they try to use them during a real emergency. Pick a file, a folder, and a full system, and practice bringing them back. If you cannot restore it, you are not backed up.


Backup inventory
	What is backed up
	Where it is stored
	How often
	Last restore test date

	[Customer database]
	[Cloud backup service]
	[Hourly]
	[MM / DD / YYYY]

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




Step 4   Communication plan
When systems go down, confusion spreads fast. A communication plan makes sure the right people are reached quickly and everyone knows who is doing what. Decide in advance who needs to hear from you during a disruption.
Who needs to be reached
1. Employees: tell them what is happening, whether to come in, and how to keep working.
1. Customers: set expectations and reduce frustration with honest, timely updates.
1. Vendors and suppliers: coordinate on anything that affects orders or deliveries.
1. IT team or managed service provider: get technical help and start recovery.
1. Insurance provider: report incidents promptly, especially for cyber or property claims.
1. Leadership and owners: make decisions and approve next steps.
Emergency contact list
Fill in the people you would need to reach during a disruption. Keep a printed copy and a copy on a personal device, in case your main systems are unavailable.
	Role
	Name
	Primary phone
	Backup contact

	[Managed IT provider]
	[Phantom Technology Solutions]
	[Phone]
	[After-hours line]

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	Out-of-band communication
Plan for the case where your normal email and phones are down. Agree in advance on an alternate channel everyone knows to check.
If our usual systems are unavailable, we will communicate using: [ALTERNATE CHANNEL, for example a group text, a messaging app, or a phone tree]




Step 5   Your DR runbook
A runbook is the step-by-step guide your team follows to recover. The goal is that someone could pick it up during a stressful emergency and know exactly what to do, even if the usual expert is unavailable. Check each item your runbook covers.
What a recovery actually requires
	Done
	Is this in our runbook?

	☐
	Systems and dependencies are documented  what you run, and what each system needs to work

	☐
	It is written down where backups live and the exact steps to restore them

	☐
	Admin credentials are stored securely and can still be reached in an emergency  for example in a password manager with emergency access

	☐
	There is an alternate work location or a remote-work plan if the office is unusable

	☐
	Manual workarounds are defined for critical functions while systems are down  how to keep serving customers on paper or by phone

	☐
	The order of restoration is decided  which systems come back first, based on Step 1 priorities



	Tip:
Store your runbook where you can reach it even if your network is down, such as a secure cloud document you can open from a phone, plus a printed copy in a safe place. A recovery guide trapped on the server you are trying to recover is not much help.




Step 6   Test, review, and maintain
A plan that sits in a drawer slowly goes out of date. People change roles, systems get replaced, and contact numbers stop working. Keep your plan alive by testing and reviewing it on a regular schedule.
Maintenance checklist
	Done
	Done or scheduled?

	☐
	Schedule a tabletop exercise  walk through a realistic scenario as a team and talk through your response

	☐
	Test a real restore  actually bring back data and a system, do not just assume it works

	☐
	Review the whole plan at least once a year

	☐
	Review the plan again after any major change or incident  new systems, office move, or a real disruption

	☐
	Keep contact lists and vendor details current


Test and review log
	Date
	What was tested or reviewed
	Who took part
	Result and follow-up actions

	[MM/DD/YYYY]
	[Tabletop: ransomware scenario]
	[Owner, office manager]
	[Found gap: update phone list]

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




Quick-start summary: your top 10 actions
If you do nothing else, work through these ten actions. They cover the essentials most small businesses need to survive and recover from a disruption.
	Done
	Done?

	☐
	List your critical business functions and how long you can survive without each one.

	☐
	Set an RTO and RPO target for every important system and data set.

	☐
	Confirm all critical data is backed up, with at least one copy offsite or in the cloud.

	☐
	Make sure at least one backup is immutable and protected from ransomware.

	☐
	Test a real restore, then schedule restore tests on a repeating basis.

	☐
	Check daily that backups are succeeding, and follow up on any failures.

	☐
	Build an emergency contact list and keep a copy you can reach when systems are down.

	☐
	Agree on an out-of-band communication channel if email and phones fail.

	☐
	Write a simple recovery runbook and store it where you can reach it offline.

	☐
	Review the plan at least yearly, and after any major change or incident.



	Need a hand putting this into practice?
Phantom Technology Solutions helps small businesses across Indiana and Michigan set up reliable backups, test recovery, and build practical continuity plans. Reach us at hello@phantomts.com or phantomts.com.
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